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ABSTRACT

In cloud computing technology, user can store large amount of data on storage provided by cloud and make use of
resources as and when required, due to which, it becomes very significant. As a result, cloud computing technology has
recently become a new model, by which we can host and deliver services over the internet. In cloud computing, resources
are shared between different computers and other devices by means of the internet. There are so many issues, which have
been observed in a cloud computing environment that need to be addressed. These issues can be categorized as: Security,
Protection, Identity Management, Management of resources, Management of Power and Energy, Data Isolation,
Availability of resources and Heterogeneity of resources. The first point of security, where, cryptography can facilitate
cloud computing is secure storage, but the major disadvantages of secure storage is that we cannot perform processing on
encrypted data. This paper presents the challenges and issues of security aspects in cloud computing method. We first look
into the impacts of the distinctive characteristics of cloud computing, namely, multi-tenancy, elasticity and third party
control, upon the security requirements. Then, we analyze the cloud security requirements in terms of

the fundamental issues, i.e., confidentiality, integrity, availability, audit and compliance.
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